
 
 

Home Depot: Payment Breach 

On September 2, Home Depot disclosed that they were investigating a possible breach of their 
payment data systems. On Monday, September 8, 2014 Home Depot confirmed that those 
systems have in fact been breached, which could potentially impact any customer that has used 
their payment card at our U.S. and Canadian stores, from April forward. They do not have any 
evidence that the breach has impacted stores in Mexico or customers who shopped online at 
HomeDepot.com. 

When a breach is first reported First Citizens’ immediately enact our emergency breach 
procedures. This begins with a review of our entire debit card database to identify any 
potentially compromised cards. Once we have isolated the potentially affected cards we 
immediately review the transactional activity to identify any possible fraudulent activity. If 
fraud is identified either through our review or from a member report we immediately lock out 
the compromised cards. In this case, we will send you a notification and we will re-issue you a 
new card.  
 
If no fraud is identified or reported we will review the details of the breach taking into account 
size, the type of information believed to be illegally obtained, and the possible impact to our 
members. We quickly make a determination whether to immediately lock out all involved cards 
or to keep the cards available for use and re-issue new cards to replace the compromised cards. 
In the event the details are insufficient to make a thoughtful determination we may choose to 
simply monitor all card activity for related factors indicating fraudulent activity. 
 
We encourage you to regularly monitor your account and if you suspect anything that may not 
be legitimate please notify us as soon as possible so we may work with you to correct the 
situation. Members can easily monitor their accounts with online banking and mobile banking 
and see real-time transaction posting. If you have any questions of additional concerns, please 
contact us 800-642-7515. 
 


